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Streamline Defence Procurement Systems
The panel has highlighted in its recommendations that the Defence Finance Wing of the MoD is seen to 
be more of an impediment in clearing projects proposed by the forces for execution. In order to quicken 
the pace of acquisitions of war-like stores and equipment, the fi nancial powers of all the three service 
chiefs and vice chiefs should be further enhanced.
Also, the Committee has recommended that a ‘roll on’ plan for fresh acquisitions be introduced so as to 
overcome the practice of ‘surrendering’ funds at the end of every fi nancial year.

Enhance Tri-Service Integration
The Shekatkar Committee has proposed a speedy creation of a permanent Chairman of the Chiefs of 
Staff Committee, i.e. a four-star general to head the Chief of Defence Staff (CDS) for seamless integration 
between the three services during combat and to also act as a ‘chief coordinator’ between the military 
and the Ministry of Defence (CDS).
Furthermore, the committee has also suggested the establishment of a Joint Services War College for 
collective training of middle level offi  cers of Army, Air Force and Navy, so as to better understand the inter-
service nuances and promote operational cohesion.
Similarly, it has recommended that the Military Intelligence School at Pune be converted to a tri-service 
Intelligence training establishment.

Utilization of Technology for Training
The Committee has recommended that wherever possible technology must be utilized to enhance 
combat readiness and cut down on defence spending, e.g. new recruits can do about 60 per cent of their 
fi ring training on simulators, resulting in substantial savings to the tune of Rs 20-25 crore per annum in 
expenditure of training ammunition.

Miscellaneous Recommendations
Optimizing the Corps of Signals by downsizing and merging manpower of units with similar operational  
role.
Improving effi  cacy of repair and recovery echelons in the Army by restructuring Base Workshops,  
Advance Base Workshops and Static/Station Workshops in the fi eld Army.
Streamlining inventory control mechanisms and redeployment of Ordnance echelons to include  
Vehicle Depots, Ordnance Depots and Central Ordnance Depots.
Optimum utilization of Supply and Transport echelons and Animal Transport units. 
Closure of Military Farms and Army Postal units in peace locations. 
The Committee has also suggested that the standards for recruitment of clerical staff and drivers in  
the Army be enhanced.
The investment in the National Cadet Corps requires a review and the Committee have recommended  
that its effi  ciency be improved.

Critically analyze the need and implications of inductiong women for combat role in  2. 
Indian Army.  

(250 words)

APPROACH

Brief introduction on current situation.  1. (40 words)

Present Arguments in Favour of Inclusion of Women in Combat Roles 2. (90 words)
 in army 
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Present Arguments against the Inclusion of Women in Combat Roles  3. (80 words)
in army 

Conclusion  4. (40 words)

HINTS

Armed forces have been one of the world’s most male-dominated professions. Following international suit, 
India is to allow women to take up combat roles in all sections of its armed forces.  

At present, women are allowed only in a number of selected areas including in educational, medical, legal, 
signals and engineering wings of the Army. Recently, Government has taken a decision to induct women 
for the fi rst time ever in Personnel Below Offi  cer Rank (PBOR) in corps of Military Police in a graded manner 
to eventually comprise 20 per cent of total Corps. The induction of women into the Army will be based on 
organizational requirement, fi ghting effi  ciency combat effectiveness and functionality of the army.

Arguments in favour:

Gender parity:
Women must get equal opportunities in the services. Women have proved their mettle in every fi eld.  

Increasing needs for investigation against gender-specifi c allegations and crime. 

Women military personnel would assist in tasks such as frisking women, currently being carried out by  
women constables of the local Police station.

Changing war weapons: 
Physical fi tness is of lesser importance in modern fi ghting. Nature of fi ghting is changing; its more  
technology driven instead of hand-hand combat.

International Practices: 
Armed forces of Australia, Israel (Since 1995), Canada, the U.S., Britain, Germany, France, Denmark, Finland,  
Norway and Sweden already allow women in combat roles.

Inclusion in paramilitary forces: 
They are included in paramilitary forces (except Assam rifl es) which are also physically demanding in  
nature. Even BSF have an all women battalion to guard border

Arguments against:
Women are  vulnerable of being captured and over their physical and mental ability to cope with the stress  
of frontline deployments.

Counter-argument to gender equality:  The armed forces are constituted for national defence. Hence on 
the merit basis  the best man or woman should be selected for every job.

Requirement for physical prowess undoubtedly reduces as the armies advance technologically. In a  
high-tech army like the US, a woman sitting in the US mainland can effectively guide drone attacks in 
Afghanistan. India on the other hand is still a second-generation technology force and is even now man-
power intensive.

Countries in the Nordic regions, Canada and Australia face no internal or external threat from their  
neighbours. Their militaries are generally in peacetime mode with routine passive duties. Thus, situation in 
India can’t be compared with these countries. 

Effect on the cohesion of units:  Many duties (like night duty offi  cer) cannot be assigned to women; male 
offi  cers have to be given additional work load, which they may resent. There are also concerns, based on 



7

INTERNAL SECURITYwww.iasscore.in

Israeli studies, that soldiers fi rst instinct may be to defend the women in their ranks rather than to fi ght 
the enemy.

Conclusion
Decisions which have a far-reaching effect on the defence potential of the armed forces must be taken 
with due diligence. Decision to  bring real gender parity into the armed forces is a welcome step. However, 
implementation of such process will take some time.

SUPPLEMENTARY NOTES

Status in other countries

Only a handful of countries, including Australia, Britain, Canada, Denmark, Finland, France, Germany, Israel, 
Norway, the US and Sweden allow women to have combat roles. Even in these countries, the employment 
of women in combat roles remains marginal. The culture of exclusion is deep-rooted in the Armed Forces 
and is not likely to change in the near future. Many military thinkers and senior commanders hold the 
opinion that employing women in combat would have devastating consequences, though there is no 
empirical evidence to support such an opinion. 

The exclusion of women from combat seems to be based more on social mores than on practical 
considerations. Even in the United States, the combat-exclusion policy for women is based on the need 
for ‘privacy’ for soldiers and ‘berthing’ considerations. For instance, many older ships do not provide 
adequate sleeping quarters for women. However, the lack of female quarters on some ships is no reason 
for prohibiting women from serving in all combat units.

With rapid development and adoption of computing and Internet, protecting individual  3. 
rights should be at the core of data protection legislation. Substantiate. 

 (250 words)

APPROACH

Briefl y introduce the needs for data protection legislation.  1. (40 words)

Discuss the Importance of privacy and data protection  2. (100 words) 

Steps to achieve Privacy and Data Protection goals  3. (70 words)

Conclusion  4. (40 words)

HINTS

Technology is evolving rapidly and its reach is deepening. In the absence of larger data protection framework, 
users’ data are often compromised. Acknowledging this, recently, the government has set up a committee on 
Data Protection in India, led by Justice B.N. Srikrishna with objective “to ensure growth of the digital economy 
while keeping personal data of citizens secure and protected”. The Supreme Court, too, has declared privacy 
as a fundamental right, in its recent judgement.

Importance of privacy and data protection:
Privacy is not just a right or a moral obligation, but it has value to the economy. 
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It enhances trust and increases voluntary participation in the digital economy. 
There is a fundamental link between privacy and innovation.  
Innovation gets hampered in a surveillance-oriented environment or in a place where an individual’s  
personal information is compromised.
The ultimate control of data must reside with the individuals who generate it; they should be enabled to  
use, restrict or monetize it as they wish. Therefore, laws should enable the right kind of innovation - one 
that is user-centric and privacy-protecting.
The data protection framework should be for the individual, the entrepreneur and the government. 

Steps to achieve privacy and data protection:
Effective body for data protection: creation of a strong Data Protection Authority (DPA).
Some of the recommendations, such as applying the law to government and private data collectors, fi nes 
against violators and direct compensation to complainants, are progressive. But for the DPA to be effective, it 
must have the authority to impose penalties.

Constraints:
There are several practical constraints in the implementation of many of the rights. Challenges arise from the 
different ways such as Data storage, the burden of meeting privacy rights, the need for exemptions, etc.

Conclusion
Increasingly, India is being seen as a pioneer in digital technologies. Ultimately, laws will shape how secure 
individuals feel while engaging in the digital world, and the kind of innovation coming decades will see.

Paramilitary forces allege of step-motherly treatment meted by the government  4. 
as compared to military. In this context, discuss various issues associated with 
discontentment in paramilitary forces and their reason. What steps government has 
taken to resolve these issues?  

(250 words)

APPROACH

Briefl y introduce the Paramilitary force and roles they are assigned  1. (40 words)

Highlight the incidents of discontentment in paramilitary forces 2.  (50 words)

Reasons of discontentment 3.  (90 words)

Steps by government to resolve issues  4. (40 words)

Conclusion  5. (30 words)

HINTS

Paramilitary forces are deployed for internal disturbances, insurgency, border protection, elections, VIP 
protection, terrorism and more. In India, over 10 lakh personnel serve in seven paramilitary forces. They 
operate under Home Ministry, while military is under Defense Ministry.

Incidents of highlighting discontentment in paramilitary forces:
A video by jawan alleged disparity in pay and allowances as compared to military personnel. 
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Another alleged of ration diversion in the paramilitary forces. 

A paramilitary soldier was against the sahayak/buddy system where soldiers were forced to do personal  
chores for senior offi  cers.

They also allege of victimization with court martial proceedings for complaining against problems. 

A study conducted by the Ministry of Home Affairs (MHA) found that over 400 paramilitary men have died  
since 2009 much higher than similar deaths in the Army.

Mismatch between Paramilitary forces and Army:
Paramilitary’s working hours are mostly longer and infl exible than defence personnel. 

Army has better placed structure than paramilitary forces. 

There exist pay and weaponry difference between the two. 

Troop and veteran welfare is more looked after for army personnel. 

Reasons of discontentment
There is an absence of a dedicated grievance redressal system for paramilitary forces. 

Without an organized service status, they do not get the non-functional up gradation (NFU) required for  
promotion like in other Group A services.

They are overburdened by doing the job of both the army and the police. E.g. they guard the borders and  
also battle terrorists and insurgents.

Manpower crunch exists. 

Top posts are taken by Indian Police Service (IPS) offi  cers who do not understand paramilitary’s root  
problems. It lowers the morale in the force.

Poor working conditions like no housing facilities, poor food and low allowances adds to problems.  

They have a court martial like system called Security Forces Court with lesser safeguards. 

Appeals to courts and home minister are expensive and complex. 

Article 33 deters them to approach civilian judiciary. 

Steps by government to resolve issues:
Better dispute resolution, communication facility in fi eld areas, yoga etc. have been introduced. 

Increased interaction between jawans and offi  cers were part of the 14 measures undertaken by government  
to boost morale.

In 2015, Delhi HC ordered government to give pay upgrade to Group A offi  cers of paramilitary according to  
6th Central Pay Commission.

To improve gender equality in the paramilitary -The government approved reservation of 33% women at the  
constable rank in CRPF and CISF.

It also set a 15% quota in the border forces BSF, SSB and ITBP for women. 

Since 2015, Home Ministry has given gave approval to give the status of martyr to personnel from the  
paramilitary forces who die in the line of duty.

Recently, Standing Committee on Home Affairs (Chairperson: Mr. P. Chidambaram) submitted its report on  
Working Conditions in Central Armed Police Forces.

Way forward:
There is a need of a separate grievance redressal mechanism and a separate tribunal for paramilitary  
forces. 
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For parity in allowance “one area, one allowance” should be implemented. It gives same allowance for both  
military and paramilitary deployed in same area.

Money Laundering helps in fl ourishing organized crime and has debilitating impact  5. 
on economy as well as on society. In this context, discuss the key recommendations 
of Financial Action Task Forces (FATF) to curb the menace. Also, discuss the case of 
making the Money laundering a separate criminal offence in India.  

(250 words)

APPROACH

Brief Introduction on Money Laundering and laws to curb it  1. (40 words)

FATF’s key recommendations  2. (100 words)

Making Money Laundering a separate criminal offence  3. (70 words) 

Conclusion  4. (40 words)

HINTS

If left unchecked, money laundering can undermine the integrity of any fi nancial system and embroil individual 
fi nancial institutions in share-crippling fi nancial scandals. The socio-economic effects of money laundering 
are crippling: illicit funds generated from criminal activities such as fraud, corruption, extortion, gun running, 
drug and human traffi  cking, and other forms of organised crime are laundered into clean currency, and in turn 
are used to fund new criminal operations or expand existing ones.
To curb this menace, India has brought several laws over the years such as: The Conservation of Foreign 
Exchange and Prevention of Smuggling Activities Act, 1974 (COFEPOSA); The Smugglers and Foreign 
Exchange Manipulators Act, 1976 (SAFEMA); Foreign Exchange Management Act, 1999 (FEMA); Prevention 
of Money Laundering Act, 2002 (PMLA). For effectiveness of laws and policies against money laundering 
FATF made some recommendations.

FATF’s key recommendations:
Identify, assess and take effective action to mitigate their money laundering and terrorist fi nancing risks. 
Countries should have anti-money laundering policy and should designate an authority that is responsible  
for such policies.
Criminalize on the basis of the Vienna Convention and the Palermo Convention. 
Enable competent authorities to confi scate property and proceeds from money laundering. 
Ensure that fi nancial institution secrecy laws do not inhibit implementation of these measures. 
Prohibit fi nancial institutions from keeping anonymous accounts. 
Identify risks that may arise with development of new technologies. 
Apply appropriate countermeasures when called upon to do so by FATF. 
Provide mutual legal assistance in relation to money laundering. 
Effectively execute extradition requests in relation to money laundering and terrorist fi nancing. 

Making Money laundering a separate criminal offence
Recently, the Union government has issued a notifi cation on certain changes in the Prevention of Money  
Laundering Act (PMLA), which will further empower the Enforcement Directorate (ED) in tackling the cases 
of Money Laundering. The amendment seeks to treat money laundering as a stand-alone crime.
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The PMLA 2002 is comprehensive legislation aiming to prevent money laundering and to provide for  
confi scation of property derived from money laundering. However, it has not been effective in prevention 
of money laundering from India. 
The law has seen only one conviction in 15 years of its history. To make anti-money laundering measures  
more effective, union government has proposed making money laundering a separate criminal offence.
With this, the money laundering offence will be investigated by the Enforcement Directorate, irrespective of  
a probe by other agencies. This will facilitate quick action.
Under the current arrangement in India, the fate of money laundering cases depends on the probe and  
prosecutions in predicate offences pursued by primary agencies. These restrictions cause impediments in 
taking the money laundering cases to their logical conclusion.
It will also align India’s quest against money laundering with best practices around the world. Several  
countries such as the United Kingdom have defi ned it as a separate criminal offence. 

Conclusion
However, several amendments to the PMLA are needed, including the current defi nition of the “proceeds of 
crime” that is right now dependent upon the predicate offences as listed in the Act’s schedule. The responses 
to the challenges of money laundering could be in the form of raising awareness about the phenomenon, 
especially its socio-economic impact; creating the necessary legal and institutional frameworks; and of 
course, effective law enforcement and international cooperation among others. 

SUPPLEMENTARY NOTES

How much money is laundered per year?
By its very nature, money laundering is an illegal activity carried out by criminals which occurs outside of 
the normal range of economic and fi nancial statistics. Along with some other aspects of underground 
economic activity, rough estimates have been put forward to give some sense of the scale of the 
problem.
The United Nations Offi  ce on Drugs and Crime (UNODC) conducted a study to determine the magnitude 
of illicit funds generated by drug traffi  cking and organised crimes and to investigate to what extent these 
funds are laundered.  The report estimates that in 2009, criminal proceeds amounted to 3.6% of global 
GDP, with 2.7% (or USD 1.6 trillion) being laundered. 
This falls within the widely quoted estimate by the International Monetary Fund, who stated in 1998 that 
the aggregate size of money laundering in the world could be somewhere between two and fi ve percent of 
the world’s gross domestic product.  Using 1998 statistics, these percentages would indicate that money 
laundering ranged between USD 590 billion and USD 1.5 trillion. At the time, the lower fi gure was roughly 
equivalent to the value of the total output of an economy the size of Spain.
However, the above estimates should be treated with caution.  They are intended to give an estimate of 
the magnitude of money laundering. Due to the illegal nature of the transactions, precise statistics are 
not available and it is therefore impossible to produce a defi nitive estimate of the amount of money that 
is globally laundered every year.  The FATF therefore does not publish any fi gures in this regard.

How is money laundered?
In the initial - or placement - stage of money laundering, the launderer introduces his illegal profi ts into  
the fi nancial system. This might be done by breaking up large amounts of cash into less conspicuous 
smaller sums that are then deposited directly into a bank account, or by purchasing a series of monetary 
instruments (cheques, money orders, etc.) that are then collected and deposited into accounts at 
another location.
After the funds have entered the fi nancial system, the second – or layering – stage takes place. In this  
phase, the launderer engages in a series of conversions or movements of the funds to distance them 
from their source. 
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The funds might be channelled through the purchase and sales of investment instruments, or the  
launderer might simply wire the funds through a series of accounts at various banks across the globe. 
This use of widely scattered accounts for laundering is especially prevalent in those jurisdictions that 
do not co-operate in anti-money laundering investigations. In some instances, the launderer might 
disguise the transfers as payments for goods or services, thus giving them a legitimate appearance.
Having successfully processed his criminal profi ts through the fi rst two phases the launderer then  
moves them to the third stage – integration – in which the funds re-enter the legitimate economy. The 
launderer might choose to invest the funds into real estate, luxury assets, or business ventures.

Where does money laundering occur?
As money laundering is a consequence of almost all profi t generating crime, it can occur practically  
anywhere in the world. Generally, money launderers tend to seek out countries or sectors in which there 
is a low risk of detection due to weak or ineffective anti-money laundering programmes. Because the 
objective of money laundering is to get the illegal funds back to the individual who generated them, 
launderers usually prefer to move funds through stable fi nancial systems.
Money laundering activity may also be concentrated geographically according to the stage the laundered  
funds have reached. At the placement stage, for example, the funds are usually processed relatively 
close to the under-lying activity; often, but not in every case, in the country where the funds originate.
With the layering phase, the launderer might choose an offshore fi nancial centre, a large regional  
business centre, or a world banking centre – any location that provides an adequate fi nancial or business 
infrastructure. At this stage, the laundered funds may also only transit bank accounts at various 
locations where this can be done without leaving traces of their source or ultimate destination.
Finally, at the integration phase, launderers might choose to invest laundered funds in still other  
locations if they were generated in unstable economies or locations offering limited investment 
opportunities.

How does money laundering affect business?
The integrity of the banking and fi nancial services marketplace depends heavily on the perception  
that it functions within a framework of high legal, professional and ethical standards. A reputation for 
integrity is the one of the most valuable assets of a fi nancial institution.
If funds from criminal activity can be easily processed through a particular institution – either because  
its employees or directors have been bribed or because the institution turns a blind eye to the criminal 
nature of such funds – the institution could be drawn into active complicity with criminals and become 
part of the criminal network itself. Evidence of such complicity will have a damaging effect on the 
attitudes of other fi nancial intermediaries and of regulatory authorities, as well as ordinary customers.
As for the potential negative macroeconomic consequences of unchecked money laundering, one can  
cite inexplicable changes in money demand, prudential risks to bank soundness, contamination effects 
on legal fi nancial transactions, and increased volatility of international capital fl ows and exchange 
rates due to unanticipated cross-border asset transfers. Also, as it rewards corruption and crime, 
successful money laundering damages the integrity of the entire society and undermines democracy 
and the rule of the law.

What infl uence does money laundering have on economic development?
Launderers are continuously looking for new routes for laundering their funds. Economies with growing  
or developing fi nancial centres, but inadequate controls are particularly vulnerable as established 
fi nancial centre countries implement comprehensive anti-money laundering regimes.
Differences between national anti-money laundering systems will be exploited by launderers, who tend to  
move their networks to countries and fi nancial systems with weak or ineffective countermeasures.
Some might argue that developing economies cannot afford to be too selective about the sources of  
capital they attract. But postponing action is dangerous. The more it is deferred, the more entrenched 
organised crime can become.
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As with the damaged integrity of an individual fi nancial institution, there is a damping effect on foreign  
direct investment when a country’s commercial and fi nancial sectors are perceived to be subject 
to the control and infl uence of organised crime. Fighting money laundering and terrorist fi nancing 
is therefore a part of creating a business friendly environment which is a precondition for lasting 
economic development.

What is the connection with society at large?
The possible social and political costs of money laundering, if left unchecked or dealt with ineffectively,  
are serious. Organised crime can infi ltrate fi nancial institutions, acquire control of large sectors of the 
economy through investment, or offer bribes to public offi  cials and indeed governments.
The economic and political infl uence of criminal organisations can weaken the social fabric, collective  
ethical standards, and ultimately the democratic institutions of society. In countries transitioning to 
democratic systems, this criminal infl uence can undermine the transition. Most fundamentally, money 
laundering is inextricably linked to the underlying criminal activity that generated it. Laundering enables 
criminal activity to continue.

How does fi ghting money laundering help fi ght crime?
Money laundering is a threat to the good functioning of a fi nancial system; however, it can also be the  
Achilles heel of criminal activity.
In law enforcement investigations into organised criminal activity, it is often the connections made  
through fi nancial transaction records that allow hidden assets to be located and that establish the 
identity of the criminals and the criminal organisation responsible.
When criminal funds are derived from robbery, extortion, embezzlement or fraud, a money laundering  
investigation is frequently the only way to locate the stolen funds and restore them to the victims.
Most importantly, however, targeting the money laundering aspect of criminal activity and depriving  
the criminal of his ill-gotten gains means hitting him where he is vulnerable. Without a usable profi t, 
the criminal activity will not continue.

Cyber world has been leveraged by various crimes syndicates and is giving rise to  6. 
new form of organized crime like fake call-centers, extortion racket etc. What do you 
understand by organized crime? How increased presence of internet is affecting it; 
also assess the preparedness of India to tackle this challenge.  

(250 words)

APPROACH

Introduce by discussing about organized crime.  1. (50 words)

Discuss the relation between organized crime and internet  2. (80 words)

Briefl y mention the current threats by organized cyber crimes  3. (70 words)

Measures taken by the Government to tackle it  4. (50 words)

HINTS

Organized crimes are those crimes which are carried out as an organized activity with proper structures 
running it and extracting money from such activities. Drug traffi  cking, extortion, hawala rackets, smuggling 
are some of the examples of organized crimes.
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Such criminal syndicates have:
The Criminal groups with structures and continuity 

The Protectors 

The Specialist support 

All these provide them ability to enforce their decisions, run businesses (by exploiting the weaknesses of the 
governments, individuals) which are

Illegal 

High rewarding 

The new technological advancements have always been used by these crime syndicates for their advantage 
and have also used internet the same way.

The organized crime syndicates have used internet to expand their activities by using the rapid communication, 
surveillance and information access and exchange provided by it. It has added extra characteristics to 
organized crime like:

Anonymity
Impact: by using internet they can target any individual, organization anywhere in India and world. 

Unmatched potential of state and criminals. 

Decentralized nature: Absence of hierarchical structure which makes it diffi  cult for law enforcement  
agencies to nab culprits.

Ever present threat to all. 

All these have led to new types of threats like:
The 2019 Global Risk Report (World Econonmic Forum) highlights India’s history of malicious cyber attacks  
and lax cyber security protocols which led to massive breaches of personal information in 2018.

Easy to recruit members of organized crimes, to access clients Increased cases of online money theft  
through call center rackets have become reality. So ransom is being is replaced with luring those who are 
not much acquainted with cyber world. 

Hawala transactions have also been facilitated by because of increased presence of internet. Bit coin if  
becomes successful can be new way of laundering money. Even online games are being used to launder 
money.

Online betting, online wildlife trades are other areas which are used 

Ransom ware: Hacking of personal information from mobiles and personal computers and their use for  
extortion 

With rising instances of cyber-crimes there is need that government and individuals make their efforts to 
tackle them. Various steps like:

Updating cyber security infrastructure by organization and individuals. 

Greater awareness about the threats to personal and organizational data and its misuse. 

Strengthening cyber intelligence capacities of law enforcement agencies. 

Making organized crime a high risk crime with high penalties. 

Providing employment, livelihood opportunities to all so that people don’t involve in such type of  
activities.

At UNESCO Internet Governance Forum (IGF) meeting convened in Paris, “The Paris Call for Trust and Security 
in Cyberspace” was commenced recently, aimed at developing common principles for securing cyberspace. 
On national level, several steps have been taken by the Government which recognizes the cyber security 
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problem in India.Further, cyber crime is a global menace which does not respect border hence, to deal with 
these problems and Organizations require a multi-level strategy. 

SUPPLEMENTARY NOTES

India’s cyber security policy - 2013

Some of its key components of the policy are:

Creation of Computer emergency response team (Cert-IN) for response in case of any cyber-attack  
such as snooping or denial of service.

Instituting National Critical Information Infrastructure Protection Centre (NCIIPC) to keep round the  
clock vigil on strategic institutions

Creating 500000 jobs in fi eld of Information technology 

Raising the awareness level of population regarding cyber technology and safety, and bridge the digital  
divide.

Criticism of the policy:

There has been no specifi c timeline mentioned for the achievement of the policy objectives. 

No clear mentions of the funding mechanisms 

Regarding cyber security experts it has not been mentioned that whether they will be having or  
defensive capabilities.

Apart from these there has not been much visible movement along the path shown by policy. 

With emergence of ISIS there has been an increase in terrorist attacks across the  7. 
world, especially ‘lone wolf attacks’. What do you understand by ‘lone wolf attacks’? 
Why ISIS is using this strategy and what steps should be taken by countries, especially 
India to tackle such attacks?  

(250 words)

APPROACH

Introduce by defi ning terrorism and lone wolf attack  1. (40 words)

Why this strategy is being used by ISIS  2. (70 words)

Briefl y mention its effect on the security  3. (100 words)

Conclude by discussing the steps taken by the government to tackle it  4. (40 words)

HINTS

ISIS has emerged as major threat to the world with it exhorting followers of its ideology to carry out ‘lone 
wolf style’ attacks across countries and has been successful in carrying such attacks in Norway, US (Ohio 
University and Orlando), France Bastille Day attack etc. The Home Minister of India has said that threats posed 
by “lone wolf” attackers and “do it yourself’ terrorists are a major challenge for the security agencies.
A lone wolf or lone-wolf terrorist is someone who prepares and commits violent acts alone, outside of any 
command structure and without material assistance from any group. However, he or she may be infl uenced 
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or motivated by the ideology and beliefs of an external group, and may act in support of such a group and 
receive assistance through online means in form of training and guidance. The term “lone wolf” is used by US 
law enforcement agencies and the media.

Why this strategy is being used by ISIS:
ISIS which declares Islamic Caliphate in Middle East asked others to show allegiance to it and come join  
the Jihad has been forced by security agencies of different countries to follow this strategy because of 
greater intelligence sharing and enhanced control through scrutiny of the persons showing signs of joining 
ISIS.
This forced ISIS to give a call to all those who want to be part of its agenda to carry out attacks in the place  
where they live.

It has created a very complex security situation because:
There is no infi ltration bid or migration for such attacks and therefore such attackers are diffi  cult to trace. 
ISIS use internet for indoctrinating such attackers and because of anonymity provided by internet, it is  
diffi  cult to trace them. Along with this these agencies sometime use highly secure and encrypted means 
of communication. 

What steps must be taken to tackle such situations:
Such attacks originate in a sense of alienation, discrimination among the minority sections. 
Such situation is facilitated by access to highly bigot, indoctrination oriented material available online 

Therefore to tackle such situation multi-prong strategy in the form of:
Integration of minority sections into the mainstream through political, educational, development efforts. 
Using the services of the religious leaders of the vulnerable community to tackle forces of radicalization. 
Continuous intelligence gathering to track and diffuse such elements. 
International co-operation through intelligence sharing on the possible attackers, their handlers 
Stopping the fi nancing, arms supply of terrorist organizations so that the inspiration source for such  
attacks is extinguished.
Deployment of private security at high value targets like malls, hotels and schools has been upgraded,  
which acts as a deterrent to an individual aiming to target them.

WHAM (winning hearts and minds) strategy approach by security forces to prevent alienation. 

Big data analytics must be used to discern the level of radicalisation of potential recruits, their networks  
and sources of information, funding and leadership in order to help unravel the roots of radicalisation.

India remains an important target for groups like the IS, which visualise the country’s democratic, secular and 
open social fabric as a threat to their concept of an Islamic Caliphate. It is therefore important to undertake 
suitable proactive measures to limit the potential damage that can be caused by such attacks.

SUPPLEMENTARY NOTES

Radicalization:

Radicalization is a process through which an individual or groups comes to adopt extreme social, 
political, economic viewpoints and rejects status quo, freedoms, diversity etc. The various instances of 
youth joining fundamentalist, terrorist organization based on religion etc is the example of increasing 
radicalization in the present world and the threats it posed to internal security of various nations.
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The reasons for increasing radicalization among the people:
Dissatisfaction with the present system or state of affairs, which could be because of various reasons; such 
as:

The conservative societies are more prone to this because they see any change against the basic  
tenants of their society, attack on their culture. Often, the majority of radicalized young men hail from 
conservative societies in which religion is deeply ingrained.
Attempts of forced change or changes imposed from outside.  
Unvented anger or frustration against the present system which can be because of: 
The absence of employment opportunities lead younger generation towards radicalization. 
Poor integration with the mainstream society. 
Absence of understanding about the others culture, values, religion etc. 
Bigotry, discrimination, alienation etc. 

Presence of majoritarian fundamentalism or majoritarian tyranny, attempts to disrespect other culture, 
religion etc. Like of insulting the Prophet by Charlie Hebdo, banning Burka, Burkhini may be treated as attack 
on their religion, culture by some groups and it may force someone to move towards fundamentalism.
Insensitive action by law and order forces like fi ling sedition charges against J&K students in Meerut. 

Presence of alternative thought system in which such people fi nd refuge, for example the idea of  
Islamic Caliphate by ISIS.
Exploitation of such frustration by vested interests which provide alternatives and refuge to such  
people.
Desire for change, being part of change and able to share to power in new system bring the enthusiasm  
among youth and drive them towards radical change.
Both these processes are accentuated by presence of new means of communication which act as  
meeting ground for the demand and supply.
Availability of easy means of communication like social media, highly polarized debates on electronic  
media.
These have been facilitated by poor understanding of the issues by the law enforcement agencies  
which take them as normal law and order problems.

How central armed police forces are different from Indian armed forces? Is increasing  8. 
strength of central police force acts as a hindrance for modernization of police forces in 
the state?  

(250 words)

APPROACH

Introduce by explaining the need of different security forces in India.  1. (50 words)

Difference between the two Forces  2. (60 words)

Why increasing strength of central police forces a hindrance for modernization  3. (50 words)

Conclude by giving measures for the modernization of Security forces4.  (30 words)

HINTS

India is a big country with diverse geography, social diversity which faces different kinds of security threats 
emanating from external and internal sources in form of external aggression; effective border management 
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against intrusion, traffi  cking, smuggling; terrorism, extremism and insurgency; threat to vital installations are 
some of them. Indian strategic planners in recognition of the diversity of threats created different security 
forces with different organizational structures, command structures and training etc.

The difference in objective of both organizations results into their different 
organizational structures, control mechanisms, and equipment etc.

Characteristics Indian armed forces CAPF

Arms of Forces Indian armed forces consist 
of Indian Army, Navy, and 
Air Force

The Central Reserve Police Force, Border Security 
Force, the Indo-Tibetan Border Police, Central 
Industrial Security Force, the National Security 
Guard, Assam Rifl es and the Sashastra Seema Bal 
are among the main Central Armed Police forces.

Operational structure Protecting borders of our 
country from external 
threats, terrorist and other 
countries.

Protecting of resources against internal threats 
from left wing extremism, North east Insurgency, 
Ethnic violence, etc

Reporting Ministry of defense Ministry of Home affairs

CAPFs and Indian State Police:
It has been argued that increasing strength, both quantitative and qualitative, is hampering the modernization 
of the State police forces because:

Resources of the Union government are spent on CAPFs modernization and it is not able to assist states  
for modernization of police.

States themselves do not have enough resources and will to divert resources from developmental  
activities.

Some of the internal security threats facing states cut-across the states and therefore they rely on the  
Union government and its resources to tackle such threats.

As states can rely on central forces it has brooded relaxed attitude towards modernization of their police. 

Argument in favour of increasing strength of central police forces

 It should be kept in mind that it is the Constitutional duty of Union government to protect states against  
any security threat and in view of new threats of organized crimes, trans-border crimes, and inter-state 
threats emerging it is imperative for it to strengthen CAPF. 

At the same time it is also the duty of states to modernize their police forces to ensure maintenance of law  
and order, effi  cient crime investigation. 

Though many states say they suffer from lack of resources but union government has been transferring  
resources under Finance Commission recommendation which must be utilized by states for modernizing 
their police services.

Apart from these, central government also has the Police Modernization Scheme, CCTNS through which it 
helps in modernization of state police. For 12th Plan Rs. 12,000cr were allocated for Police Modernization 
Scheme. Therefore under such circumstances it cannot be concluded that increase in size of security forces is 
acting as a hindrance in modernization of state police forces. As Union government provides support to states 
while fulfi lling its constitutional obligation.
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SUPPLEMENTARY NOTES

Paramilitary forces: Those forces which come under the direct command of Ministry of Home Affairs. 
The heads of all these forces is a serving Army/Navy offi  cer. There are 3 such forces. Indian Coast Guard 
(this force reports to Ministry of Defense but is still a paramilitary force) Special Frontier Force and Assam 
Rifl es.

Defense forces: Those forces which come under the direct command of Ministry of Defense. There are 3 
defense forces i.e. Indian Army, Indian Navy, Indian Air Force.

Central Armed Police Forces: These have heads as IPS offi  cers unlike Defense/Paramilitary forces whose 
heads are Army/Air Force/Navy offi  cers. These forces report to Ministry of Home Affairs. Currently, India 
has fi ve Central Armed Police Forces (CAPF) viz. Central Reserve Police Force (CRPF), Border Security 
Force (BSF), Indo-Tibetan Border Police (ITBP), Central Industrial Security Force (CISF) and Sashastra 
Seema Bal (SSB). 

Border Security Force (BSF) 

BSF came into being in the wake of the 1965 Indo-Pakistan war, to ensure the security of the borders  
of India. It is headed by an offi  cer from the Indian Police Service just like all other paramilitary forces 
except Assam Rifl es.

Nearly 2.4 lakh personnel are a part of this force and it is also called as the ‘First Wall of Defense  
of Indian Territories’.

Central Industrial Security Force (CISF) 

CISF’s job is to provide security to Public Sector Undertakings (PSUs). Currently they provide security  
cover to 300 industrial units.

Even the currency note presses producing Indian currency are protected by CISF. It is the largest  
industrial security force in the world and has 165,000 personnel.

Central Reserve Police Force (CRPF) 

The CRPF looks after the internal security of every part of India. 

Countering Naxal operations, assisting the State and Union Territories in police operations to  
maintain law and order and helping with the UN peace-keeping missions also comes under CRPF’s 
task list. 

The CRPF guarded the India-Pakistan Border until 1965, after which the BSF was created. In  
2001 Parliament attacks too, it was the CRPF troops that killed the fi ve terrorists who entered the 
premises.

Indo-Tibetan Border Police (ITBP) 

The ITBP was established after the 1962 Indo-China war, under the CRPF Act. It vigils the northern  
borders, detects and prevents every border violations and helps the locals feel secure.

The force also keeps a check on illegal immigration and trans-border smuggling. They guard the  
Indo-Tiber border and the mountainous regions of the Indo-China border.

The ITBP is also trained in disaster management and have been deployed in UN peacekeeping  
missions in Bosnia and Herzegovina, Kosovo, Sierra Leone, Haiti, Western Sahara, Sudan, and 
Afghanistan.

Sashastra Seema Bal (SSB) 

Established in 1963, the SSB guard the Indo-Nepal and Indo-Bhutan borders. 

It was only in 2014 that the government approved the recruitment of women as combat offi  cers in  
SSB.

Formerly known as the Special Service Bureau, their job is to control anti-national activities and  
inculcate feelings of national belonging in the border population among others.
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China has been actively engaged in expanding its footprint in Indian Ocean and South  9. 
Asia. What security challenges it poses for India? What should be Indian strategy to 
tackle these challenges?  

(250 words)

APPROACH

Give introduction about the various developments made by China in Indian  1. (50 words)
Ocean and South Asia 
Security challenge it poses for India  2. (150 words)

Conclude by underlining Indian strategy to tackle these challenges  3. (50 words)

HINTS

China has been increasing its presence in Indian Ocean through its ‘string of pearls’ theory, (maritime Silk 
Route) MSR initiative in order to increase its economic clout, invest excess capacity it has, to safeguard the 
energy routs which are very much vital for its future growth and signal the arrival of China at global level as 
a major pole in future. But such actions has made security establishments in India to wake up to the new 
challenges in the form of reduced strategic space with neighbors, opening up of another front with China and 
many other.

Major security challenges India may face:
Increased Chinese presence in countries like Myanmar, Bangladesh, Sri Lanka, Pakistan, and Nepal may  
complicate the internal security situation in India.

As most of Indian internal security problems are regional and need close cooperation with neighbors, any  
Chinese presence in these countries with its economic resources will reduce the elbow room available with 
Indians.
China may use these countries for intelligence gathering, supporting insurgents, Maoists activities in  
India.
Increased Chinese Naval presence in Indian Ocean through Gwadar, Hambantota port will impact India’s  
naval ambitions in the Indian Ocean. It will give China a strategic advantage with possibility of new front.
Such actions may further embolden Pakistan to carry on its anti-India activities. 

However, it is still not clear that Chinese presence in the region is specifi cally designed against India or is part 
of its larger strategy to be a major global player in all arenas like economic, security etc.

Despite the Chinese objective India must prepare itself for any eventuality through:
Given India’s high stakes in the Indian Ocean, it is important for it to ponder the possibility of using both  
soft and hard power resources to create dependencies for the other countries, and the same time, seek 
possibilities to engage with China.
Increase engagements with China to minimize perceived security threats and built an environment where  
both co-operate and consult each other.
Also increase its engagements with countries like Japan, US etc. (Quad) 
Internal economic, administrative reforms so that the gap between India and China does not increase so  
much that India does not stands anywhere in comparison to China.
Focus on revitalizing regional cooperation through BIMSTEC, SAARC and ensure that these countries  
cooperate in development not allowing their lands to be used against others interests.
India has to cooperate with other countries like USA, Japan, and Australia to increase its reach and counter  
Chinese presence. 
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The debt trap of Hambantota port in Sri Lanka increased fears about Chinese debt trap diplomacy. This  
offers India opportunity to stabilise its position.
India is also expanding its outreach in Indo-Pacifi c (e.g. Quad) indicating that it is not merely an Indian  
Ocean and South Asian power, but one with capacity and intent to shape the wider Indo-Pacifi c, stretching 
from its established presence in the Indian Ocean to interests in the South China Sea, the Middle East and 
Africa and into the Pacifi c .

India’s rising economic and political profi le, increasing stakes in and dependence on Indian Ocean, coupled 
with India’s ambition to be recognised as regional, global power gives India commensurable responsibility. 
That is to ensure stability in maritime neighbourhood and counter the Chinese aggressive policy. 

SUPPLEMENTARY NOTES:

Other issues between India and China:

Border dispute between the two countries. 

Reforms in global institutions like Indian membership to NSG, Indian entry to UNSC. 

China’s support to Pakistan, its technical hold on sanctions against Masood Azhar. 

Chinese CPEC initiative which is a part of OBOR passing through PoK, which India objects. 

China not opening its trade for Indian Pharma, meat and IT industry. 

China’s use of currency manipulations in trade war, it’s dumping in Indian markets. 

North-east India has been continuously plagued by insurgency a vast stretch of.  10. 
What are the reasons for continued insurgency in north east and how it impacts India’s 
Look East Policy and development? How recent initiatives by government helps to 
tackle it?  

(250 words)

APPROACH

Introduce by discussing about insurgency in the North-East  1. (50 words)

Describe the reasons for the insurgency  2. (80 words)

Describe various impacts of Insurgency on India’s Look East Policy and  3. (70 words)
development 
Conclude by talking about the measures taken by the Government in recent  4. (50 words)
times 

HINTS

North east India consisting of eight sister states has been witnessed insurgency since independence in one 
state or other. Insurgency in Northeast India involves multiple armed separatist factions. Despite of several 
economic, political initiatives taken to solve the issues, insurgency remains vital security challenge for India. 

There are several reasons for the same:
Diffi  cult terrain and poor connectivity with the north east India: this factor was also responsible for  
pre-independence poor integration of the region into the national mainstream and this issue continued 
afterwards also.
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These reasons resulted into the development defi cit in the region and rise of insurgency among Nagas and  
Mizos; because of discriminatory treatment and this feeling still persists.

The region is dominated by a large number of tribes and inter-tribal rivalries are another reason for confl icts.  
Like between Kuki and Nagas, Meitis and Kukis etc. in Nagaland and Manipur.

The region lies on the international drug route with golden triangle to its east. Drug traffi  cking has been a  
major source of revenue for insurgents, which help them to sustain their movement.

Diffi  culty of terrain creates problems for security agencies to fl ush out insurgents. 

States lying in border areas facilitate the easy movement of insurgents to neighboring countries and  
hamper operations against them.

Impacts of Insurgency on India’s Look East Policy and development
Development works are not taken up because private sector is not interested in investing funds in the  
region.

Because of insurgent movements, the services sector growth has been affected. Tourism sector is the  
biggest sufferer.

Drug traffi  cking has affected the education, sports sector in the region which otherwise could have become  
a major anchor point for growth.

The insurgent movements have made the border regions with other countries as volatile; this has impacted  
the development of border regions as major exchange or trade points, which is very much necessary for 
the regional integration through Look East Policy.

Measures taken by the Government in recent times to negate the menace of 
insurgency

Though issues still remains but considerable success has been met in tackling the insurgency in north east  
region. Insurgency in Assam, Mizoram has ebbed. 

Other steps like Naga Peace accord, construction of trilateral highway, agreement with Bangladesh  
Government to improve connectivity, opening of sports and horticulture university in Manipur, Meghalaya, 
linking of state capital with rail and road link represents a holistic approach on the part of government of 
India to address political, developmental and security challenges simultaneously which will bring results.

The recent high voters turnouts in Manipur elections show that people of the region have faith in political  
system and want peace and development. This is an indication of the success of the government steps.

The armies of India and Myanmar carried out a coordinated operation named  Operation Sunrise 2 in their 
respective border areas recently, targeting several militant groups operating in Manipur, Nagaland and 
Assam.

While the government’s military options have achieved only minimal results, lack of development continues 
to alienate the people of the region further from the mainstream. The region has also received little attention 
from either the national or the international media. Achievements by a separate ministry created by the Indian 
government for the development of the region remain minimal.

SUPPLEMENTARY NOTES

Recent steps taken to develop north east India:

Railways:

Connectivity to all State capitals. 

Uni-gauge network in the region. 
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Augmentation of network capacity for handling growth of traffi  c in future. 

Expansion of network to unconnected areas of the region. 

Strengthening international borders. 

Improving trade and connectivity with neighboring countries. 

Roads

Special Accelerated Road Development Programme for North East (SARDP-NE) for up gradation of NHs 
connecting state capitals

Power

‘NER Power System Improvement Project’ for strengthening of Transmission and Distribution system in 
north east region.

Inland Waterways:

Lakhipur - Bhanga stretch of Brahmaputra River and Sadiya - Dhubari stretch of Barak river has been 
declared as national waterways are work is going on their development. It will improve the connectivity 
in the region.

**********








